[bookmark: _GoBack]ISEC 400 Homework 4
Answer the following questions based on your reading of the text book, any supplemental material, and the instructor’s presentation this week.  If you use an external source (i.e. a web-page, the required textbook, or an additional book) to help you answer the questions then be sure to cite that source.  Hint: you should probably always be citing a source.
Questions
1. [8 points] Going back to your previous experience writing web applications (either in WEBD 236 or another similar course), identify and explain (preferably with source code examples) four vulnerabilities in your own code or instructor sample code that correspond to the current weaknesses identified in the OWASP top 10.  Also, explain how those weaknesses could have been corrected.

2. [4 points] Compare and contrast blacklist and whitelist input validation.  Which is more reasonable to implement in web applications and why?

3. [4 points] The solution for many vulnerabilities is proper encoding of user supplied data.  Compare and contrast early (i.e. as it is stored in the database) vs. late (i.e. as the data is reflected back to the user) encoding of data in web applications.  How is this concept related to input validation?

4. [4 points] Use the Common Vulnerability Scoring System to rate each of the four vulnerabilities you identified in question 1 above (provide a screenshot and explanations for your choices).  Perform the same classification using the DREAD approach.  Were there any discrepancies in the relative ratings of risk between the two approaches?  If so, why?
Submission instructions 
Create a Word document with your solution to the short answer questions.  Submit the Word document to the dropbox for the course.
