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Multiple Choice
Identify the choice that best completes the statement or answers the question.
____
1.
____ is the access method used by Ethernet.

	a.
	CSMA/CA
	c.
	Polling

	b.
	CSMA/CD
	d.
	Switching


____
2.
A form of ____ is used in wireless LANs with an access point.

	a.
	CSMA/CA
	c.
	polling

	b.
	switching
	d.
	demand priority


____
3.
IP is a ____ protocol.

	a.
	reliable
	c.
	connection-oriented

	b.
	nonroutable
	d.
	connectionless


____
4.
____ is the process whereby a device receives a packet destined for another network, determines the best way to get the packet to its destination, and then forwards the packet out of one of its other network interfaces.

	a.
	Switching
	c.
	Encapsulation

	b.
	Routing
	d.
	Forwarding


____
5.
In a(n) ____, every user must also act as a network administrator, controlling access to the resources on their machines.

	a.
	LAN
	c.
	peer-to-peer network

	b.
	internetwork
	d.
	client/server network


____
6.
____ use WAN technologies to interconnect LANs in a specific geographic region.

	a.
	WPANs
	c.
	Internetworks

	b.
	MANs
	d.
	Peer-to-peer networks


____
7.
A ____ network topology is the most fault tolerant one.

	a.
	ring
	c.
	bus

	b.
	mesh
	d.
	star


____
8.
A ____ is similar to a virus in that it’s self-replicating, but it doesn’t attach itself to another program; rather, it’s a self-contained program.

	a.
	worm
	c.
	backdoor

	b.
	rootkit
	d.
	malware


____
9.
With respect to structured cabling, a(n) ____ is the location of the cabling and equipment that connects a corporate network to a third-party telecommunications provider.

	a.
	work area
	c.
	equipment room

	b.
	cable plant
	d.
	entrance facility


____
10.
In the OSI reference model, the ____ layer is layer 5.

	a.
	Network
	c.
	Presentation

	b.
	Application
	d.
	Session


____
11.
In the OSI reference model, the ____ layer is layer 3.

	a.
	Physical
	c.
	Data Link

	b.
	Transport
	d.
	Network


____
12.
The type of data transmission that occurs in a computer bus is called ____ transmission.

	a.
	serial
	c.
	analog

	b.
	parallel
	d.
	digital


____
13.
An IPv6 address is ____ bits long.

	a.
	32
	c.
	128

	b.
	64
	d.
	256


____
14.
____ transmission systems use analog techniques to encode binary 1s and 0s across a continuous range of values.

	a.
	Direct sequence
	c.
	Baseband

	b.
	Electromagnetic
	d.
	Broadband


____
15.
A(n) ____ is a hardware device or software program that inspects packets going into or out of a network or computer and then discards or forwards those packets based on a set of rules.

	a.
	gateway
	c.
	firewall

	b.
	IDS
	d.
	router


____
16.
Whether STP or UTP, twisted-pair network cabling most commonly uses ____ connectors to plug into computer network interfaces or other networked devices.

	a.
	BNC
	c.
	RJ-45

	b.
	MT-RJ
	d.
	RJ-11


____
17.
The PDU at the Data Link layer is called a ____.

	a.
	message
	c.
	frame

	b.
	segment
	d.
	packet


____
18.
An IP address is divided into two distinct parts: one part designates the logical network the computer is a part of, while the remainder of the address represents the ____.

	a.
	NIC’s MAC address
	c.
	host ID

	b.
	domain name
	d.
	subnet mask


____
19.
The type of data transmission that occurs in any form of networking media is called ____ transmission.

	a.
	serial
	c.
	analog

	b.
	parallel
	d.
	digital


____
20.
Coaxial cable consists of a single conductor at the core, surrounded by an insulating layer, braided metal shielding, and an outer cover (usually called the ____).

	a.
	braiding
	c.
	insulation

	b.
	sheath
	d.
	conduit


____
21.
A(n) ____ line has 28 T1s or 672 channels and supports a data rate of 44.736 Mbps.

	a.
	switched 56K
	c.
	T1

	b.
	ISDN
	d.
	T3


____
22.
On a bus network, open ends in a cable segment must be terminated to prevent ____.

	a.
	signal propagation
	c.
	signal bounce

	b.
	cable breaks
	d.
	cable termination


____
23.
In the OSI reference model, the ____ layer is layer 2.

	a.
	Physical
	c.
	Data Link

	b.
	Presentation
	d.
	Network


____
24.
Using a ____ algorithm, the router calculates a particular route’s metric based on factors such as the number of routers between the two networks, the bandwidth of lines between networks, network congestion, and delays.

	a.
	link-state
	c.
	cut-through

	b.
	spanning-tree
	d.
	distance-vector


____
25.
____ transmission uses a digital encoding scheme at a single fixed frequency, where signals take the form of discrete pulses of electricity or light.

	a.
	Analog
	c.
	Baseband

	b.
	Electromagnetic
	d.
	Broadband


____
26.
One of the most widely used high-speed digital lines is the ____, a DDS technology that uses two two-wire pairs to transmit full-duplex data signals at a maximum rate of 1.544 Mbps.

	a.
	ISDN
	c.
	T1

	b.
	ADSL
	d.
	T3


____
27.
A router using ____ routing uses a discovery process to find information about available routes.

	a.
	automatic
	c.
	dynamic

	b.
	static
	d.
	smart


____
28.
In a(n) ____ topology network, computers and other devices attached to the network regenerate signals and are responsible for moving data through the network.

	a.
	passive
	c.
	physical

	b.
	active
	d.
	logical


____
29.
In the OSI reference model, the ____ layer is layer 4.

	a.
	Session
	c.
	Data Link

	b.
	Transport
	d.
	Network


____
30.
The PDU at the Transport layer is called a ____.

	a.
	message
	c.
	frame

	b.
	segment
	d.
	packet


____
31.
In a NIC, ____ are the fundamental unit of data for network transmission and reception.

	a.
	bits
	c.
	packets

	b.
	segments
	d.
	frames


____
32.
A(n) ____ attack is an attacker’s attempt to tie up network bandwidth or network services so that it renders those resources useless to legitimate users.

	a.
	spoofed address
	c.
	IDS

	b.
	ping flood
	d.
	DoS


____
33.
A frame is usually addressed to only one computer and is called a ____ frame.

	a.
	basic
	c.
	broadcast

	b.
	unicast
	d.
	multicast


____
34.
____ is a Network layer protocol used to resolve a logical (IP) address to a physical (MAC) address.

	a.
	ICMP
	c.
	DHCP

	b.
	ARP
	d.
	NAT


____
35.
With respect to data transfer speeds of wireless NICs, the most common choices today are 11 Mbps or ____ Mbps.

	a.
	22
	c.
	54

	b.
	50
	d.
	100


____
36.
____ are temporary or permanent connections across a public network—such as the Internet—that use encryption technology to transmit and receive data.

	a.
	IDSs
	c.
	Firewalls

	b.
	RRASs
	d.
	VPNs


____
37.
In the OSI reference model, the ____ layer is layer 1.

	a.
	Physical
	c.
	Data Link

	b.
	Application
	d.
	Session


____
38.
____ switching reads enough of the frame to guarantee that the frame is at least the minimum size for the network type.

	a.
	Fragment-free
	c.
	Cut-through

	b.
	Store-and-forward
	d.
	Transparent


____
39.
____ allow network administrators to group users and resources logically instead of by physical location.

	a.
	WANs
	c.
	VPNs

	b.
	VLANs
	d.
	PANs


____
40.
____ allows administrators to control what users can do after they are logged on to the network.

	a.
	Authentication
	c.
	Logging

	b.
	Authorization
	d.
	Penetration testing


____
41.
The PDU at the Network layer is called a ____.

	a.
	message
	c.
	frame

	b.
	segment
	d.
	packet


____
42.
In some cases, special frames called ____ frames are created for all computers on a network.

	a.
	group
	c.
	broadcast

	b.
	unicast
	d.
	multicast


____
43.
Each type of cable can transport data only so far before its signal begins to weaken beyond where it can be read accurately; this phenomenon is called ____.

	a.
	attenuation
	c.
	insertion loss

	b.
	bandwidth
	d.
	latency


____
44.
The name assigned to a WLAN is called the ____.

	a.
	MAC
	c.
	ODI

	b.
	SSID
	d.
	WEP


____
45.
A server-based network makes sense when more than ____ users must share network access.

	a.
	5
	c.
	25

	b.
	10
	d.
	50


____
46.
A(n) ____ is a network of networks or a networked collection of LANs tied together by devices such as routers.

	a.
	internetwork
	c.
	MAN

	b.
	Internet
	d.
	WAN


____
47.
The IEEE standard ____ covers all forms of Ethernet media and interfaces, from 10 Mbps to 10 Gbps (10 Gigabit Ethernet).

	a.
	802.2
	c.
	802.5

	b.
	802.3
	d.
	802.11


____
48.
____ is the TCP/IP protocol responsible for reliable delivery of data.

	a.
	SPX
	c.
	TCP

	b.
	UDP
	d.
	FTP


____
49.
When using a ____ algorithm, the router relies on speed of the links, referred to as cost, between networks to determine the lowest metric.

	a.
	link-state
	c.
	cut-through

	b.
	spanning-tree
	d.
	distance-vector


____
50.
In most situations, wireless LANs use a central device, called a(n) ____, to control communications.

	a.
	hub
	c.
	concentrator

	b.
	switch
	d.
	access point


Short Answer

Answer any four of the six questions.  Each question is worth twenty-five points.  

Only the first four questions answered will be graded.

51.
How does store-and-forward switching work?


52.
How does the physical bus topology work?

53.
What is encapsulation?

54.
How does Ethernet handle errors? 

55.
What are the advantages of server-based networking? 

56.
What are the main tasks performed by a NIC?

Page 1 of 6

