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[bookmark: _Ref489194027][bookmark: _Ref489194037][bookmark: _Toc489201068]Final Project Summary
The scope of this project includes the modernization of Charlie's Manufacturing voice and network systems. It also includes the replacement of existing network cabling within office areas. Charlie’s manufacturing was experiencing repeated failures with the existing PBX system, which required frequent support calls and system downtime. By upgrading to a VoIP solution, Charlie’s Manufacturing will reduce the support costs. With the use of the FreePBX solution, the company can begin with basic features, expanding capabilities as needed.  Due to the frequent outages and lack of voice communications, a rapid paced schedule was implemented to complete all project requirements between 4 Jun and 5 Aug 2017.  

The max budget for this project is $85k. The cost estimate from VoIP Solutions LLC states the cost was $80,211 for this project. The main risk for this project involved employees struggling with the software or showing resistance.

VoIP Solutions LLC primarily utilized email and business skype for this project. The IT technology that was employed was FreePBX for the VoIP solution. The team faced the challenge of having a short staff and workload balance.

[bookmark: _Toc489201069]Content Summary
[bookmark: _Toc487997420][bookmark: _Toc489201070]Scope 
By choosing VoIP Solutions LLC, Charlie's Manufacturing received a refresh of the existing voice and network infrastructure. In the execution of this effort, VoIP Solutions LLC evaluated the existing architecture, identified areas requiring additional resources and improvements, and replaced components that have reached End of Life. This included infrastructure cabling systems within the administration facilities.

The modernization of the internal components provided a unified communications platform. It was integrated into the existing Windows Server environment and offered more robust capabilities into the voice network.  The project effort was accomplished in accordance with industry standard practices for installation and security.

See Appendix A, section 3 for specifics for the scope of the initial release and the scope of subsequent releases. 
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*Referenced (Allen, et. al., 2015).[image: ]
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[bookmark: _Toc489201072]Cost
VoIP Solutions, Inc. Cost Estimate
*template obtained from (Schwalbe, 2014). Referenced (Business Literacy Institute, 2017).
	
	# Units/Hrs.
	Cost/Unit/Hr.
	Subtotals
	WBS Level 2 totals
	Capitalized or Expense

	1. Project Management
	
	
	
	$50,000
	Expense

	1.1 Project Management
	80
	$100
	$8,000
	
	

	1.2 Project team members
	560
	$75
	$42,000
	
	

	2. Hardware
	
	
	
	$11,030 

	Capitalized

	2.1 VoIP Appliances
	
	
	$2,400
	
	

	2.2 VoIP Office Phones
	
	
	$1,200
	
	

	2.3 Headsets
	
	
	$1,500
	
	

	2.4 Network Switches
	
	
	$4,500
	
	

	2.5 Cat 6 Cabling
	
	
	$600
	
	

	2.6 Wall Plates/Jacks
	
	
	$200
	
	

	2.7 Racks
	
	
	$200
	
	

	2.8 Patch Panels
	
	
	$130
	
	

	2.9 Cable Management
	
	
	$300
	
	

	3. Software
	
	
	
	$1,100
	Expense

	           3.1 FreePBX Support 
	
	
	$800/year
	
	

	3.2 Software Development
	
	
	$300
	
	

	4. Testing (10% of total hardware and software costs)
	
	
	
	$1,213
	Expense

	5. Training and Support
	
	
	
	$3,500
	Expense

	Training cost
	20
	$100
	$2,000
	
	

	Travel cost
	
	
	$0
	
	

	Project Team Members
	20
	$75
	$1,500
	
	

	6. Reserves (20% of total estimate)
	
	
	
	$13,368
	

	Total Project cost estimate
	
	
	
	$80,211
	







[bookmark: _Toc487997423][bookmark: _Toc489201073]Risks

	Risk
	Severity Level
	Mitigation

	Employees may have difficulty learning the new system
	Medium
	The organization will offer training on the new system, along with printed documentation on how to use all the features. Navigation guides of the interface will be provided.

	The organization may have resistance to the new system from employees 
	Medium
	We will offer additional training that will show the ease of the new system along with the benefits of the new features

	Customers view the new VoIP system as a security issue
	Medium
	We must ensure them that the new system will not be a security risk by thoroughly testing the system before deployment

	The existing infrastructure may not be able to support the new VoIP system
	Low
	 The budget accounts for upgrading the infrastructure if needed

	The downtime associated with implementing the new VoIP system
	Low
	We will deploy with parallel adoption. This will allow the analog system to provide service until the new system is running and tested.


See Appendix A, section 1.5 for a full description of risks.
[bookmark: _Toc487997424][bookmark: _Toc489201074]Communications Strategies
The team primarily communicated with email and business Skype.  Weekly meetings, were held via Skype, to review progress and go over assignments for the following week. For emails, a 24-48-hour response time was expected. Deliverables had the added communication of comments. This was accomplished with Microsoft OneDrive to share documents with the team. Utilizing OneDrive allowed the team to collaborate together and see changes in real time. Deadlines were set and managed through Microsoft’s calendar with reminders being generated and sent out via email to each team member.
[bookmark: _Toc487997425][bookmark: _Toc489201075]IT Technologies Employed
The main technology that VoIP Solutions LLC employed was FreePBX. This hardware/software combo was the foundation for the VoIP upgrade. To showcase FreePBX, the OS was installed on a virtual machine to demonstrate configurations that allowed for the desired features (see Appendix A, section 2.2).
Other technologies that were employed was the research of new wiring that met ANSI/NECA/BICSI 568-2006, Standard for Installation of Commercial Building Telecommunications Cabling (2002).

Link to installation demo: https://youtu.be/gF1l12BWMZI
[bookmark: _Toc487997426][bookmark: _Toc489201076]Significant Challenges
There were two significant challenges for this project. The first being the unexpected loss of a team member; as a result, the team had to divide the workload amongst the group. The second challenge was workload balance which compounds with the previous challenge; it increased the required work for each member. Each team member had to face the difficulties of managing this project with school, full-time work, and families. The main strategy to remedy this was communication (discussed in detail in section 1.2)



[bookmark: _Toc489201077]Lessons Learned
· Why was this particular information technology problem chosen?

VoIP Solution LLC chose this particular IT problem because one of the team members has experience in VoIP outside of Franklin University. This gave the team a strong foundation to build on with the skills of the other two members. This also gave the team an opportunity to gain experience in a widely utilized technology.  

· What decisions were made when developing the project proposal and draft?

The main decision that was made when developing the project proposal was the implementation of VoIP to upgrade the analog phone system of Charlie’s Manufacturing. VoIP Solutions LLC also had to decide on the hardware required for this implementation. 

· What were the major challenges faced during the project and how were they resolved?

The major challenges faced by VoIP Solutions LLC were workload balance and a staff shortage. Workload balance was an ever-present issue with the demands of outside work, schooling, and family demands. The staff shortage was caused by a team member that left VoIP Solutions LLC without notice.
To resolve these issues, VoIP Solutions LLC implemented strong communication techniques. Each of the team members had to divide the labor that would have been covered by the missing team member. By communicating with each other, the team was able to adapt when one member had a family issue or was running behind; thus, deliverables were kept on schedule by helping each other when needed. 

· What revisions were made (if any) in response to the business practitioner and/or professor? If advice was ignored, explain the rationale for those decisions.

Revisions were made in response to a peer review cycle amongst the members of the class. The review cycle was conducted on the following documents: Vision and Scope document, individual team member’s White Paper, and the Final Report document. Most advice was accepted except feedback that did not pertain to the action items of deliverables. For example, the White Paper document was an academic paper, not a business deliverable. Feedback was received to change the paper to a business style document. Since business style was not required as an action item, this feedback ignored (see Appendix C: Other Deliverables/Artifacts, section 14.2, Response to Reviewers). 

· What further improvements should be made to your project if more time were available? In other words, what lessons were learned through the course of the project?

The biggest lessons learned through the course of this project was the ability to adapt. The team used communication strategies to be able to adjust the workload as needed to meet deliverables. If more time were available, schedules could be adjusted for a more balanced workload. 
Further improvements that could be made would also be the upgrade of Charlie’s Manufacturing’s equipment to IoT devices. This would require a full modernization of the operating environment. Also, IoT devices could be implemented with the VoIP infrastructure VoIP Solutions LLC. Provided production. (see Appendix C: Other Deliverables/Artifacts).

[bookmark: _Toc489201078]Learning Outcomes Summary
0. [bookmark: _Toc487998230][bookmark: _Toc489201079]Communications
Each team member learned the importance of communication. By having a short staff, this was vital for success. Each member had to provide progress updates to ensure forward mobility of the project. Furthermore, meeting minutes allowed for the team to stay aware of events even when attending a meeting was not possible. Lastly, synced calendars and OneDrive folders allowed the team to be aware of progress in real time. 

0. [bookmark: _Toc487998231][bookmark: _Toc489201080]Critical Thinking
Each team member involved in the project provided their unique input and experience towards meeting the required finish product.  Whether the experience was in team leadership, networking, VoIP systems, or communication all aspects were useful in maintaining deadlines and completing the project successfully. By having such a diverse skill set, it allowed the team to utilize those individuals and take advantage of their knowledge and experience in those areas. 

The choice to implement a VoIP solution was multifaceted, as an overlooked technology within the program courses.  VoIP poses unique considerations when added to an existing network. By executing this project, it enabled the team to learn concepts of a new skill that are often not considered.  Implementation of network Quality of Service, Virtual LAN segmentation, and the choice to use physical phones or software based clients were all considered in the planning phase based on the customers budget and timeline requirements.  During the team’s initial planning for the new VoIP system, other options were considered such as a hosted PBX through Vonage or RingCentral that included monthly fees.  However, after weighing the options, the team decided that Charlie’s Manufacturing would be better suited with an appliance on site that was managed by the IT department that would provide a better return on investment and allow for more future growth at minimal costs.
0. [bookmark: _Toc487998232][bookmark: _Toc489201081]Network Design
The VoIP Solutions LLC team evaluated the current network infrastructure and made upgrades to hardware so that the VoIP system implementation was completed without any performance issues or security concerns.  Our team implemented a network design that would be able to support normal data operations in addition to the 75 users that will be utilizing the new VoIP system.  

Changes to the infrastructure included:

· Replaced wiring throughout the infrastructure to CAT-6 cabling and added fiber optic cabling between distribution points to support higher data transfer speeds

· Replaced existing network devices that weren’t supported by the manufacturer which posed security risks

· Installed two new network switches that enabled support for VLAN and QoS features needed for VoIP

· Implemented multiple VLANs to separate the data and voice networks.

· Added two FreePBX appliances to the network and configured them to run the newly acquired VoIP phones

The upgraded infrastructure is designed to allow for expansion and future projects.  Included are detailed screenshots of the FreePBX software being installed on the new appliance within the infrastructure (see artifacts, install folder, figures 1 through 6).  Included on the following page is an updated network diagram containing the project changes that reflect the new VLAN with the voice portion of the network.

[image: ]



0. [bookmark: _Toc487998234][bookmark: _Toc489201082]Management Information Systems

Management Information Systems outcomes (MIS) were primarily achieved with the use of technical communication strategies. Meeting minutes were conducted for VoIP Solutions LLC along with specification of what deliverables were required from each member (see artifacts, MIS folder). On the business side of MIS, an instructional brochure was produced to provide a basic over of the new system for employees. The IT department was given an overview of the new system and was directed to the FreePBX wiki. This will be the primary source of information for the day to day task of the system.  As mention in the Vision and Scope document, a customer/employee satisfaction survey was also conducted. (see artifacts, MIS folder).  

Communication with the stakeholders was vital for this project.  To start, stakeholders were identified and a stakeholder register (see artifacts, MIS folder) was created. VoIP Solutions held weekly update meetings with key stakeholders. To beginning the project process, a kick-off meeting was conducted with stakeholders (see artifacts, MIS folder).   A kick-off meeting allows for stakeholder to get to know each other and to discuss the goals of the project. This meeting was where VoIP Solution began the requirements and goals process with the stakeholders. (Schwalbe, 2014 ).

0. [bookmark: _Toc487998235][bookmark: _Toc489201083][bookmark: _Toc487998236]Systems Administration and Scripting
Through the course of implementing this project, VoIP Solutions LLC. has completed the design and upgrade of the data network, including the installation of a VoIP solution utilizing FreePBX.  

This required our team to install switches, routers, and servers along with the application supporting the voice requirements of Charlie’s Manufacturing LLC.  These configuration phases have required manual configuration through web-consoles, command line scripts. (see artifacts folder)

To ensure business continuity, the system was configured to automatically perform a daily configuration backup to off-site cloud storage service.  The use of this allowed for a seamless recovery upon replacement of any failed or damaged hardware. 
0. [bookmark: _Toc487998237][bookmark: _Toc489201084][bookmark: _Toc487998238]Security
Traditional phone systems are not typically monitored as an information asset. As the phone systems move to an IP network, risk becomes more evident.  To meet the security objectives of Charlie’s Manufacturing, VoIP Solutions LLC. has implemented standard configuration practices to include media encryption, TLS session Authentication, and VLAN segmentation in the network design.  (see artifacts folder)


	Feature
	Benefit

	Media Encryption
	Using the SRTP protocol, the voice media stream is encrypted end-to-end, using negotiated security protocol.  Use of media encryption prevents eavesdropping of conversations, thus preventing loss of proprietary and client information.

	TLS Session Authentication
	TLS Authentication, assists in the prevention of fraudulent calls from external parties, by requiring a site authorized SSL certificate to register with the server. Registration is required, before allowing any call origination or termination.  As an added benefit, the signaling data between parties is encrypted, preventing the release of customer contact information.

	VLAN Segmentation
	By separating Voice and Data networks using VLAN and appropriate ACL configuration Network Administrators can limit the exposure of security threats in each network enclave.  Features include DoS Protection and can limit the spread of malware.



By implementing these security procedures Charlie’s Manufacturing can secure the voice network against risks such as follows: 

· Denial of Service attacks
· Eavesdropping
· Alteration of the Voice Stream
· Toll Fraud
· Redirection of Calls
· Accounting Data Manipulation
· Caller ID Impersonation
· Unwanted Calls or Messages

(see Appendix C: Other Deliverables/Artifacts, Section 6.2)

Additional features of FreePBX include email alerts for security related events, including patch availability, intrusion detection, and suspected fraudulent activity.  The system was configured to send alerts automatically to Charlie’s Manufacturing IT Staff.

Future updates:
Keeping the software updated is key to providing a secure VoIP solution.  “The FreePBX Distro provides update scripts for every major release track.” (Lewis, 2016) After the project’s completion, the Charlie’s Manufacturing’s IT department will be responsible for updating the Distro. Complete instructions on how to do this is found on the FreePBX wiki. As mentioned above, a simple update script needs to be run which is obtained from the wiki. 
0. [bookmark: _Toc487998239][bookmark: _Toc489201085]Employability
VoIP Solutions LLC provided a solution that allowed Charlie’s Manufacturing to update their switched based phone system to a more modern VoIP system.  This system allowed for added features and an excellent return on investment.  By upgrading the infrastructure for this VoIP solution, the organization is now in a position to meet future expansions and upgrades to add even more functionality to the system and generate even more productivity by integrating many aspects of the business into one environment.
[bookmark: _Toc489201086][bookmark: _GoBack]Future directions
With the upgrade of the infrastructure and implementation of the VoIP system Charlie’s Manufacturing will be able to maintain future expansions and updates that will continue to enhance the capabilities of the new VoIP system (see Appendix A: Vision and Scope, section 4.9).  Charlie’s Manufacturing is poised to take advantage of new technologies and implement more of their machinery and devices into the infrastructure.  Keeping the organization’s data safe and secured is also a priority. Therefore the system must stay current with updates, patches, and new technologies to protect against the ever-growing threat (see Appendix A: Vision and Scope, section 4.10).

0. [bookmark: _Toc487980932][bookmark: _Toc487996931][bookmark: _Toc487997824][bookmark: _Toc487998278][bookmark: _Toc487999638][bookmark: _Toc489201087]Future Security Impacts

It is important to allocate funding going forward into security to maintain adequate protection of company data assets. The safety of the VoIP system and network overall will rely heavily on staying current with critical updates, patches, and new hardware technologies as they become available to help protect the infrastructure.  Researching new security threats and remaining vigilant with penetration testing will give added reassurance against threats as they evolve.  Maintaining layers of security throughout different entry points on the network will give added protection and allow for notice if a threat is detected (see Appendix C: Other Deliverables/Artifacts, section 6.2 - Figure 1).  Making sure employees have the training to protect against phishing and other types of social engineering attacks are vital since they are usually targeted first to gather information or find a vulnerable spot for attackers to exploit.  

0. [bookmark: _Toc487980933][bookmark: _Toc487996932][bookmark: _Toc487997825][bookmark: _Toc487998279][bookmark: _Toc487999639][bookmark: _Toc489201088][bookmark: _Toc487980934][bookmark: _Toc487996933][bookmark: _Toc487997826][bookmark: _Toc487998280][bookmark: _Toc487999640]Upgrade to IoT Devices
The next step for Charlie’s Manufacturing would be an upgrade of machinery to devices that are IoT compatible. By utilizing the upgraded VoIP system, remote access and control of these devices would become available. Upgrading to IoT devices would allow Charlie’s Manufacturing to explore automation within the plant; this will increase productivity. Remote access to devices would allow for programmable settings and sync of equipment to calendars.  (see, section 6.1)
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Referenced chapter 3 pertaining to MIS section. Referenced material for stakeholder interactions and kick-off meeting.
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Below is a list of points that was addressed in this revision. These topics are aggregated from all feedback received from reviewers. 
· Ad an alternate solution for the critical thinking section for why we chose the VoIP system. 
· Insert network diagram for network design section 
· More detail for MIS section (how we talked about requirements/goals, how the course objective was met, interactions with stakeholders, why was the system needed) 
· For Sys admin section, add how the backup and disaster recovery info was setup (double check this statement) 
· Go into more detail about the security features e.g. what type of media encryption or what Vlan segregation does for the system 
· Remove 1st person from the document 
· Make things Past tense 
· Run Grammarly on document (advance issues provided by reviewer 
· Repetitive/overused words (most common advance issue) 
· Few missing words 
· Unclear antecedents 
· Passive voice used (second most advance issue) 
· Change "will be done" to "performed" 
· (Opt.) add bookmark links to make finding sections easier or when a section is referenced 
· Communications strategies section is repetitive since it is covered in the learning objections section 
· Ensure the whole document is in the same tense 
· Add space for the question/answer in lessons learned section so it is easier to read 
· "A problem is identified, but is vague. Few alternative solutions or arguments are evaluated and evidence is sketchy. The conclusion or solution logic is difficult to follow based on the premises. Criteria for evaluating success is not mentioned. This section simply states Critical Thinking objective for the course was met, but not actual proof displayed on how the objective was met." 
· Network section needs how performance was measured  
· Confirm that figure 1-8 is in the artifacts folder  
· Show the admin section how we set up a disaster recovery (it was mentioned in the security section) 
· More documentation for admin section 
· User authentication section needs discussed 
· Recommends discussing phases used  
· more detail in the system admin section 
· Security section needs risks listed 
· Network design section: use bullet points for deliverables 
· "more detail one each team members skills' 
· Provide admin instructions in the MIS section 
· Security section: provide plan for system updates, testing the company should do and why this should do it 
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1. Business Requirements

Charlie's Manufacturing is a midsize manufacturing company that consists of roughly 300
employees. Charlie's Manufacturing has teamed up with VoIP Solutions LLC to replace their
existing analog phone technology with a more current VolP phone system and upgrade their
existing infrastructure. Charlie's Manufacturing has emphasized the importance of the new
system being easier to maintain and offering a friendlier interface that provides an easy
learning curve. Charlie's Manufacturing hopes to maintain traditional phone features in
addition to some newer features that VolIP offers. Charlie’s Manufacturing wants to provide
their employees the tools and features needed to become even more productive and provide
their customers with a great experience while maintaining privacy and security.

1.1. Background

Since opening in 1955, Charlie's Manufacturing has grown from a modest 100 employees to
the 300 which currently work for the organization. Though many of the employees work in the
manufacturing area of the plant, there are 75 employees that work in various offices including
the following: management, human resources, accounting, data entry, engineering, and IT. The
current infrastructure is starting to show its age especially with the growth of the company
through the recent years. This growth has created an urgent need to update the infrastructure
to allow for beneficial technologies like VolIP. Charlie's Manufacturing believes upgrading the
current analog phone system will provide an excellent return on investment and make both
integration and expansion in the future more seamless than the analog phone system currently
provides.

1.2. Business Opportunity

By implementing this new VolP system, Charlie's Manufacturing will have the means to lower
their monthly operating costs after the initial investment. There are several benefits to having
the service in-house. It will offer additional benefits, such as handling upgrades or repairs when
the company deems necessary rather than waiting on an outside vendor which could cause
significant downtime depending on their availability. The new VolP system will offer many of
the great features that the current analog phone system offers along with some newer
features. This comes without any of the drawbacks of additional fees or lengthy contracts
which was one of the main drawbacks of the old system. The new solution will offer an easy
management user interface to make the adjustment from the old system to the new as
seamless as possible. With the upgraded infrastructure and this new VolP system, Charlie's
Manufacturing will be ready for future expansion and have access to numerous features which
will benefit daily operations and productivity.
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1.3. Business Objectives and Success Criteria

The primary business objective is to upgrade the current infrastructure to support growth and
provide VolP services on site. With these upgrades, the additional costs for services such as
long distance, voicemail, conference calls, multiple lines, and maintenance fees will be
eliminated. Another benefit of the VolP service is the time saved by having the services
maintained on site. This is more efficient than relying on an outside vendor for technical
support.

Once the system upgrades are in place, success will be measured by the following
criteria:
= Acceptance of the new phone system by associates after training
= VolP operational cost to be revisited every 2 months to ensure goals are being
met to achieve the 2-year return on investment
= The new system must achieve high availability meeting at least the standards of
the old system.
= Future savings after the first year by maintaining the VolIP system in-house
= The new system is efficiently handling daily business workload
= Flexibility of infrastructure for growth to handle future upgrades
= Overall customer and employee satisfaction with the interface and sound quality

1.4. Customer or Market Needs

With the implementation of the new VolP system, customers will experience a quick easy
method of contacting employees inside the organization without having to navigate an
automated menu. It will also give multiple ways for employees to interact with their voicemail,
on or off-site, along with taking office calls through their cell phones. These features are
entirely standard with the new system and do not include any additional charges or add-on
services. The easy learning curve will allow customers to use the new system without having to
be trained or have experience with a VolIP system; they will take advantage of all the great
features and experience high-quality voice with none of the steep learning curves that usually
comes with new technology.

1.5. Business Risks

As with any project, there are risks involved. These are the risks associated with the
undertaking of the new VolP system.

Risk Severity Level Mitigation
Employees may have Medium The organization will offer training on the new
difficulty learning the new system, along with printed documentation on
system how to use all the features. Navigation guides
of the interface will be provided.
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The organization may have Medium We will offer additional training that will show
resistance to the new the ease of the new system along with the
system from employees benefits of the new features

Customers view the new Medium We must ensure them that the new system
VolP system as a security will not be a security risk by thoroughly testing
issue the system before deployment

The existing infrastructure Low The budget accounts for upgrading the

may not be able to support infrastructure if needed

the new VolIP system

The downtime associated Low We will deploy with parallel adoption. This will
with implementing the new allow the analog system to provide service
VolP system until the new system is running and tested.

All these risks are either medium to low based their probability of occurring and the impact that
may have on the organization's business functions. The implementation of the new
infrastructure would normally pose a higher risk of business interruption but we have a parallel
adoption implementation planned. During this parallel adoption, the new VolP system will be
added and tested to meet Charlie's Manufacturing’s needs then the old analog system will be
removed.

2. Vision of the Solution

VolIP Solutions LLC’s vision is to provide a solution that will be reliable and easy to use. The new
VolP phone system will allow for engagement in new innovative ways; as a result, provide the
customer with the best experience possible. In addition, the new system will help with
increasing revenue and support future expansion for the growth of the organization.

2.1. Vision Statement

The vision of VolIP Solutions LLC is to provide a complete solution for Charlie's Manufacturing ’s
communication needs both within the building and outside of the organization. This new
system should enhance communication while simplifying the user experiences for both the
employees and the customers interacting with the business. Customers and employees will
enjoy access to useful features such as multiple ways to check voicemails, conference calling,
call forwarding, and dial in direct extensions. In the future, we look forward to implementing
the integration of VolIP into Outlook and also the ability of video conferencing.

2.2. Major Features

*referenced Guest Contributor on TechRepublic (2013).

Feature Category
Caller ID/call screening Technical
Auto attendant Technical
Conferencing Technical
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Do not disturb Technical
Find me / follow me call routing Technical
Voicemail to email transcription (this feature will be added in a future update) Technical
Video Conferencing (this feature will be added in a future update) Technical

Tools that will allow IT to manage bandwidth utilization on inbound /outbound | Technical

including reporting

Data and voice will be separated on the network for security and for best QoS Security

(Quality of Service)

Intrusion detection systems will be active on the network to provide notice of Security

any security concern

Strong encryption algorithms to protect conversations and information from Security

being accessed from those not intended

Firewall in place to avoid connections from unnecessary or unknown networks. | Security

Customers can dial direct extensions to keep communications private Privacy
Protect user data from intrusion by using advanced security features and Privacy
encryption

Visual voicemail able to be checked on devices, so privacy can be maintained in | Privacy

acrowded area

2.3. Assumptions and Dependencies

e}

Assumption: The proposed solution will require additional hardware and software to
get the VolP system up and running.

e Dependency: Forming relationships with outside vendors to acquire the needed
phones, servers, additional hardware, and software will be vital.

e Alternative: Mail order the needed equipment if an outside vendor cannot be
found close by.

Assumption: The new VolIP system will replace the old analog phone system.

e Dependency: Once the new system is installed and fully tested, the old system
will be removed.
e Alternative: Keep old system in parallel adoption as a backup.

Assumption: The network will be able to handle the new VolP system after proper
upgrades to the infrastructure are made.

e Dependency: The current network will be evaluated and any systems that are
unable to support the new VolP system will be upgraded.

e Alternative: If the current network cannot be upgraded, reevaluation of the
project must be completed with the customer to move forward.
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o Assumption: The new infrastructure and VolP system will be able to handle additional
units and upgrades going forward into the foreseeable future.

e Dependency: During planning and obtainment of additional units, the current
system must be taken account for compatibility.
e Alternative: Do not buy additional units until next infrastructure update.

o Assumption: All employees will be able to utilize the new system and its features.

e Dependency: Adequate training time will be allocated for all required staff to go
over the new system and features.

e Alternative: Provide corrective action to employees that refuse to use the new
system once the full system is in deployment.

3. Scope and Limitations

By choosing VolP Solutions LLC, Charlie's Manufacturing will receive a refresh of the existing
voice and network infrastructure. In the execution of this effort, VolIP Solutions LLC will evaluate
the existing architecture, identify areas requiring additional resources and/or improvements,
and replace components that have reached End of Life. This will include infrastructure cabling
systems within the administration facilities.

The modernization of the internal components will provide a unified communications platform.
It will be integrated into the existing Windows Server environment and offer more robust
capabilities into the voice network. This effort will be accomplished in accordance with industry
standard practices including security best-practices.

3.1. Scope of Initial Release

The initial completion of the project will include evaluation, replacement of existing core
network components, replacement of horizontal communications wiring, and the migration of
phone service from traditional PBX to a Unified Solution. The unified solution will be capable of
integrating into the existing Active Directory environment, including resource scheduling and
messaging.

Following the infrastructure evaluation, new cabling will be installed in accordance with
ANSI/NECA/BICSI 568-2006, Standard for Installation of Commercial Building
Telecommunications Cabling (2002). Utilizing the new wiring, VoIP Solutions LLC will install a
new VolIP solution. The solution will undergo coordinated testing, to ensure the ability to make
and receive calls, and administrator training of the new system. Upon completion of system
testing, we will coordinate with the existing telco provider to migrate the existing Direct Inward
Dial numbers to the new solution, and execute E911 verification. Once Charlie's Manufacturing
is satisfied with the deployment, legacy equipment/wiring will be removed in compliance with
NEC section 800.25 (National Fire Protection Association, 2014).
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3.2. Scope of Subsequent Releases

Additional changes can be implemented through the change management process, although at
additional cost. There is a 20% reserve of the budget to account for additional costs if needed.

A future release can include the implementation of loT devices into the VolP infrastructure that
is provided. This will require the expansion of the VolP infrastructure into the main factory floor
and the upgrade of factory machinery. By upgrading machinery to loT capabilities, Charlie’s
Manufacturing can increase productivity, functionality, and greater cost-savings (Mae, 2016).
According to Mae, these loT machines could alert management when they need services or
sync to a calendar for production needs (2016).

3.3. Limitations and Exclusions

Not included in this effort is the replacement of paging systems or communications wiring
within the industrial areas of the business. Existing phones and wiring will be retained, this
decision will ensure retention of vapor hazard compliance, hardened/interference resistant
cabling.

4. Business Context

Traditional PBX systems are costly to maintain and operate, often requiring skill sets that are
dwindling in availability. By migrating to a Unified Communications platform, these tedious
tasks can be integrated into existing business automation tools. Replacement of specialized
hardware, with standard server platforms and general-purpose operating systems, can reduce
operation and maintenance (O&M) expenditure and utilize existing support personnel to
manage the system.

4.1. Stakeholder Profiles

Stakeholder | Major Value | Attitudes Major Interests Constraints
Executives Increased See the product | Richer feature set Maximum budget =
revenue as avenue to than competitors; $200K
25% increase in | time to market
market share
Customer Phone/Custo | Faster execution | Integration with Must be user-
relations mer record time on phone and data friendly,
integration incoming calls. records in automation.
Receptive to applications
project
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Editors Fewer errors | Highly receptive, | Automatic error Must run on low-
in work but expect high | correction; ease of end workstations
usability use; high reliability
Legal aides Quick access Resistant unless | Ability to handle No budget for
to data the product is much larger database | retraining
keystroke than the current
compatible with | system; easy to learn
the current
system
VolP Build client/ Complete a Provided a solution Limited team
Solutions LLC | provider quality project that meets our members available
relationship, | on time and customer’s needs for project
increase within budget
reputation

4.2. Project Priorities

According to Infosecurity Magazine, aging equipment accounts for half of existing corporate
network devices (2002). The use of this outdated equipment increases the risk of malware

vulnerability.

One of the main priorities of this endeavor is to replace the network infrastructure, which was
identified as being past vendor end-of-life. This upgrade will support existing needs and allow
for future growth.
The secondary objective is to implement a voice solution to replace the existing traditional PBX
and leased telecommunications connectivity. Upon completion, the system will be integrated
into existing components such as Microsoft Office, for increased productivity.

Dimension Driver Constraint Degree of Freedom
(state objective) (state limits) (state allowable range)
Schedule release 1.0 to be
available by 5/1,
release 1.1 by 6/1
Features 70-80% of high priority
features must be included
in release 1.0
Quality For release 1.0, tests of
user acceptance must be
90-95% for release. For
release 1.1, user
acceptance must be 95-
98%.
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Staff maximum team size
is 6 developers + 4
testers
Cost budget overrun up to 15%
acceptable without
executive review

4.3. Operating Environment

Due to the nature of the work performed, immediate access to telephones is essential. In such,
any system proposals must include a service that provides a level of redundancy to meet
customer and emergency communications needs.

This proposal is based on the understanding that the manufacturing section of the plant is
segregated from the administrative areas and space will be made available to install any new
equipment. Charlie's Manufacturing will be responsible for providing a space to install any new
equipment. The provided space must be securable to prevent unauthorized access to
components.

5. Human Resources

The following sections go into detail about the dynamics of our team including skills, traits,
roles, and responsibilities. Our team consists of three members with one acting as the team
lead. Our primary communication method will be email and business Skype. We will work on
deliverables with Microsoft OneDrive.

5.1. Team Charter

The team consists of three members that will function as a democratic unit. A team lead has
been nominated to facilitate communication between the team and the Charlie’s
Manufacturing. Weekly team meetings will be conducted to report progress and regroup as
needed. Decisions will be reached by voting among team members. Each deliverable shall be
submitted by the Team Lead, Dawn Bissell.

Conflicts will be openly discussed among team member and will be resolved by a group
consensus. If a consensus cannot be reached, outside support (course instructor) will be
contacted. Underperforming team members will be confronted on their progress. If no
improvement occurs, they will be dismissed and the work divided amongst the remaining
members. This is due to the time sensitive nature of this project. Furthermore, a negative peer
review will be conducted for a team member that does not contribute.
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Name

Skills

Attributes

Dawn Bissell

Quality Control, Virtual Machines, | Detailed oriented, Introverted,
Windows System Administration Opened minded, Myers-Briggs:

INTP-T
Michael Hristovski Networking, Virtual Machines, Detailed, critical thinker,
Cabling organized

Thomas Troup

Traditional and IP

Quiet and reserved, big picture

Telecommunications, Networking, | thinker

and Interior Wiring

5.3. Roles and Responsibilities

Name

Role

Responsibilities

Dawn Bissell

Team lead

Facilitate team communication. Perform quality
control of deliverables. Provide documentation
and help where needed on deliverables.

Michael Hristovski

Team member

Provide networking and help where needed on
deliverables.

Thomas Troup

Team member

The main contact for VolP related technology,
help develop deliverables and help where
needed.

5.4. Communication Strategies

The team will primarily communicate with email and business Skype. We will hold weekly
meetings, via Skype, to review progress and go over assignments for the following week. For
emails, a 24-48-hour response time is expected. Deliverables will have the added
communication of comments. This will be accomplished with Microsoft OneDrive to share

documents with the team.

6. Project Management

The following sections pertain to project management. The deliverables that will be presented
are a fully functional, reliable VolP solution that is easy to use. Below includes a schedule and a
budget estimate for this project and dependencies of components.
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6.1. Deliverables

The customer will receive a fully functional VolP solution that is reliable and easy to use. This
solution will include the necessary hardware and software. This solution includes a way to
check voicemail, conference calling, direct extensions, do not disturb, and others mentioned in
section 2.2. Furthermore, the data and voice streams will be separated on the network for
security and QoS.

The instructor shall receive a vision and scope document and a final document of our
deliverables. Quality will be measured via a peer review process. Deliverables will be shared
and versions control via Microsoft OneDrive.

6.2. Dependencies

Network implementation and server implementation cannot begin until the design phase has
been completed. Application development is dependent on the application design.
Documentation cannot be completed until the VolP solution is designed and completed;
furthermore, final approval from the customer is required before documentation can be
finalized.
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6.3. Schedule

*Referenced (Allen, et. al., 2015).

N S
& so\”%so\’t) A L0 P (Of\\{? A0
QO ¥ ,\\:\r’ AT AN A

Current Week ¥ &
Analysis Phase

Analysis of Current

Infrastructure X
Planning Phase

Network Design X
Hardware Blueprint X

Implementation Phase

Install wall plates/jacks,
patch panels, Cat 6
cabling, & racks

Set up Network Switch

Install VoIP appliances
(office phones and
headsets)

Install Software
Testing Phase

Test hardware

Test software
Evaluation Phase
Customer review
Second Customer
Review Session
Maintenance
Second Development
cycle (contingent on
customer review)
Final Documentation
Train Employees

Page 11
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6.4. Budget

VolP Solutions, Inc. Cost Estimate
*template obtained from (Schwalbe, 2014). Referenced (Business Literacy Institute,

2017).
# Cost/Unit/Hr. | Subtotals | WBS Capitalized
Units/Hrs. Level 2 | or
totals Expense
1. Project $50,000 | Expense
Management
1.1 Project | 80 $100 $8,000
Management
1.2 Project team | 560 $75 $42,000
members
2. Hardware $11,030 | Capitalized
2.1 VolP Appliances $2,400
2.2 VolP Office $1,200
Phones
2.3 Headsets $1,500
2.4 Network $4,500
Switches
2.5 Cat 6 Cabling $600
2.6 Wall Plates/Jacks $200
2.7 Racks $200
2.8 Patch Panels $130
2.9 Cable $300
Management
3. Software $1,100 | Expense
3.1 FreePBX $800/year
Support
3.2 Software $300
Development
4. Testing (10% $1,213 | Expense
of total
hardware
and software
costs)
5. Training and $3,500 | Expense
Support
Training cost | 20 $100 $2,000
Travel cost $0
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Project Team | 20 $75 $1,500
Members
6. Reserves $13,368
(20% of total
estimate)

Total Project -

cost estimate

7. Educational/Program Outcomes

The outcome of this project will expose the participants to new concepts that are not a direct
part of the ITEC scope; as a result, the team will learn new skills that are essential in the
workforce. The team will be required to collaborate on experiences in the field to gain a
broader understanding of the Information Technology landscape.

7.1. General Education

By working as a group to complete the VolP project, we will utilize the skills and experiences of
each group member to help complete each portion of the project. Whether they obtained
those skills through education or working in the field, each member brings a unique skill set to
the group to help the other members grow in areas they are less knowledgeable. Not only will
it be an exceptionable learning experience for each other, but we will also experience the
benefits, challenges, and pitfalls that can go along with working in a group. This experience will
be extremely valuable moving forward in our careers and help us be prepared for future
projects.

Since this project involves many tasks, we will delegate tasks based on individual’s strengths
within the group. We will also maintain scheduled and nonscheduled communication with each
other to share ideas, questions, deadlines, and any other information that is vital to the project.
We will provide a completed project that will be evaluated by our instructor and peers, as well
as a solution that will fill the needs of Charlie's Manufacturing.

7.2. Information Technology

® Inthe execution of this project VolP Solutions, will evaluate the existing network
architecture of a medium sized company. Upon the completion of this analysis, a
redesign of the network will be accomplished to replace components that are out of
vendor support cycles. The facility will be rewired to support higher data transmission
speeds and centralization of components. This effort is being accomplished to integrate
a VolP application to the network, supporting a robust communications platform.

e Through the effective use of tools, this project will implement a redundant voice
platform, and a management console to automate administrative activities.
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e Inthe user administrative training, VolP Solutions will highlight a system security plan,
including backup/recovery procedures. A continuity plan will be included in system
turnover, allowing the customer to integrate with existing DR planning documents.
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8.1. Response to Reviewers

We chose to focus on the feedback that was specific and more concise. There was a tendency
for reviewers to give us a “needs work” but would not tell us why or what to fix. Furthermore,
we had one reviewer that marks all low scores because they had not turned off “show all
markup” in their Word application; thus, they had difficulty reading our document.

The following is a list that summarizes what we chose to adapt in our document.
o Read through and look for grammar errors
o Objectives improve by explaining how they will be measured
 Section 1.5, changed dual implementation to parallel adoption
« Add to section 2.2 if features are technical, security and privacy, or compliance
« Remove “although” from section 3.2 to be more concise
« Section 4, replay O&M with operation and maintenance.
o Section 4.1, add if customer relation attitude is receptive or resistant to the project
o Add VolP LLC to the stakeholders list with our profile
« Need reference data in section 4.2
« Look into degree of freedom for quality under project priorities “confusing”
« Remove etc. from section 5.0
« Section 5.0 needs to be more of a general overview
« Specify who the outside contact is for resolving conflict
 Include a negative peer review as a consequence for underperforming members of the
team
« Add employee training to project schedule
o Include a dependency for testing/training
« Education outcomes need to be tied to technical area outcomes
« Need to include intext citations
o Include a risk about server crashes and equipment failure
o Need to include alternatives for the assumptions/dependencies list
o For business context, need "iron triangle" of features, cost, and time
« Go over the project schedule and make sure it matches what we said
in the objectives (need to add testing and analysis)
« Expand on success criteria in addition to objectives
o Include an explanation as to why there are no high risks (or create some)
o Future release needs more details
 Project Priorities table needs more detail
o Adjust Section 3 header
o Security risk are "not really broken down and the solution vague"
o Target the responsibilities for team members
« More detail for constraints in stakeholders table
« Delete comments
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Introduction

Internet of Things (IoT) devices are an ever-present reality that will continue to grow in
the future. They offer beneficial features for a business that can be utilized remotely with a Voice
over Internet Protocol (VoIP) system. This paper provides a brief overview of IoT and VoIP. An
explanation of why the two should be integrated is provided along with a sample scenario. A
method of integration (IoT gateway) is presented and why it should be used. Lastly, IoT
gateways will be compared with a solution selected.

According to Aljabari, IoT devices are “a global network infrastructure of objects with
identification, sensing and communication capabilities" (2015). They use different
communication technologies such as RFID, Bluetooth, and Wi-Fi. IoT includes sensors,
actuators, and other devices that are connected to a network. The network can be wired or
wireless. All IoT devices usually collect data and process the data and are capable of responding
to input and transfer data over a network. (Aljabari, 2015).

VolIP is the transmission of voice data over an IP-based network. This is usually the
Internet. The voice becomes digitized and encoded into packets that are sent over the network.
Using VolP allows the convergence of voice and data networks. A VoIP gateway is needed to

complete the phone calls through the IP network. (Aljabari, 2015).

Analysis

Using VoIP technology as the core for IoT provides greater functionality, cost-savings,
and increased productivity for a business. VoIP allows for a business to cut costs while adding
additional features that provide flexibility and increased productivity, especially when connected

to IoT applications. (Mae, 2016).
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The widespread use of the internet has allowed for devices to become an interconnected
chain instead of a single device. Emails, faxes, texting, and applications shares the same network
and can communicate. VoIP can be imbedded into the IoT devices; thus, increasing the power of
the VoIP devices. (Callari, 2016).The power is increased by allowing remote access to the IoT
devices.

According to Mae, an example of what is possible when integrating VoIP with IoT is
providing an alert to a manager when an IoT machine needs repaired or needs maintenance
(2016). VoIP integration can also provide a means to control lighting and facility temperature
from a mobile phone; furthermore, an IP based calendar can be synced with a machine to prepare
the machine for high volume times or meetings. (Mae, 2016). This is because VoIP extends the
reach of an IoT system to the telephone and mobile networks; thus, remote access to the IoT

system is possible with VoIP. (Aljabari, 2015).

Sample Scenario

An example scenario is for a small manufacturing company that has upgraded their
analog phone system to VoIP. Once the upgrade is complete, the next step for future progression
would be an upgrade of existing manufacturing equipment. The current machinery is not network
capable. An upgrade to IoT compatible devices would allow for the integration of the
manufacturing equipment with the new VoIP phone system. Once the upgrade to IoT devices is
complete, hardware would be required to most efficiently integrate the VoIP system with the IoT

machinery.
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Discussion of potential solutions

An IoT gateway can be used to integrate VoIP systems and IoT systems since they share
the common protocol, IP. When a smart VoIP system is developed, it allows you to control IoT
devices via any VoIP phone, web browser, or smartphone application by accessing the IoT
gateway with the devices listed. (Aljabari, 2015). Basically, VoIP allows remotes access to any
IoT devices that is connected to a smart phone line.

According to Treadway, "an IoT gateway aggregates sensor data, translates between
sensor protocols, processes sensor data before sending it onward and more” (2016). An IoT
gateway acts like a connection point between devices and the cloud. It can be an actual hardware
device or a virtual machine. The gateway works by communication with the IoT sensors then
relaying the data to the cloud. The gateway also acts as an extra layer of security for data stored
in the cloud. If an IoT device because compromised, the gateway can prevent the device from
accessing the data stored in the cloud. The is done with edge analytics on smart IoT gateways.
(Rouse, n.d.). A smart VoIP system (see below image) allows the IoT gateway to communicate

with the VoIP Gateway with IP PBX (Aljabari, 2015).
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(Aljabari, 2015).

Another possible solution for this example would be to not use the IoT gateway.
However, this would cause a security risk to the network. The security risks for IoT devices
include becoming a part of a botnet or simply gaining access to the network through the
vulnerable device. The main reason IoT devices are so vulnerable is because often have older
software that is not secure. The devices are produced in a cost-efficient manner; thus, security is
often neglected. (Foxhoven, 2016).

As mentioned by Rouse, the IoT gateway protects the stored data from an affected IoT
device (n.d.). Furthermore, the gateway acts like a communication tool between the cloud and
the devices. This prevents a storm of packets from flooding the cloud in an unorganized manner.

(Rouse, n.d.). The gateway can act as a filter of unwanted traffic that is harmful to the network.
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Criteria for evaluation potential solution

As mentioned above, the use of an IoT gateway would be the best and most secure
solution for implementing IoT devices with VoIP. The criteria for selecting the gateway is as

follows:

Cost efficient

Includes IP PBX

Customer Support

Wireless capability

Selection and Defense of solution

To implement an IoT gateway for this example, a Dell gateway can be used. The Dell
Edge Gateway 5000 Series aims to appeal to users for either industrial automation, building
automation, and transportation (Treadway, 2016). This gateway is $899 which would fit the
budget of the small manufacturing company. The Dell Edge Gateway 5000 can use an Ubuntu
Core 15 with an Intel Atom E3825 1.33GHz + 2GB DDR3L-1067MHz core processor and a
32GB Solid State Hard Drive. This price includes 1 year of ProSupport and a Wireless 8-2.11n
LAN Card. (Dell, 2017).

Other potential options are the Eurotech IoT Gateway or the HPE Edgeline gateway.
Both of these options are enterprise grade gateways. (Postscapes, n.d.). For the sample scenario
listed above, the Dell gateway will be the best option for the small manufacturing plan. This is
because it is cost efficient, well-known, and has the customer support the small company

requires. Furthermore, it has wireless capabilities.
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Conclusion

In conclusion, it is recommended to use an IoT gateway for the integration of VoIP and
IoT devices. This gateway will add an extra layer of security to the network and protect data that
is stored. Furthermore, the gateway can be purchased for a reasonable price from a reputable
company. VolP integration of 10T devices expands the features of 10T to remote devices. This
can increase productivity and profits for a business. Furthermore, the solution can be
implemented with an IoT gateway to protect the organization’s data in a simple, cost-efficient

manner.
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Feedback from Peer Reviews

Overall, I received rather good feedback. It was precise on what I needed to address. Below are

the key items that was brought to my attention from the peer review process:

e More explanation of how VoIP and IoT work together

e Add criteria for evaluating potential solutions

e Combine last 2 paragraphs

e Add section headers

e Add table of contents

e Adjust title of paper

e Ensure an is used instead of a

e Ensure verbs agree (share vs. shares)

e Explain why I chose the Dell edge Gateway.

e Showcase 2 other gateways

e Be specific on security risks involved and how to secure
e Explain why an IoT gateway is more secure

e Do not focus heavily on the research; need to add more of my own writings

e Limit the number of times "that" is used
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Abstract

Over the last decade, Voice over Internet Protocol (VoIP) has become a popular choice for
homes and even more so for business environments. VoIP has provided a cost-cutting solution

that has become a viable option to replace the traditional public switched telephone network

“VOICE OVER INTERNET PROTOCOL (VOIP) TRANSMISSION BEGAN
IN 1973 AS A RESULT OF THE EXPERIMENTAL NETWORK VOICE
PROTOCOL INVENTED FOR THE ARPANET. HOWEVER, IT WASN'T
UNTIL 1995 THAT THE FIRST INTERNET PHONE SOFTWARE - features over traditional PSTN
VOCALTEC - APPEARED.”

scalable flexibility and advanced

[VOIP HISTORY, N.D.] systems, however, these benefits
also come with additional security risks because of the merging of voice and data on the same
network. The implementation of a VoIP system can provide an excellent return on investment
for an organization if security countermeasures are in force to protect both the VoIP system and

the network infrastructure that it relies on to function.

Introduction

VolIP technology has been available for quite some time, and the current versions are not
hindered by garbled or dropped calls like in previous offerings. The technical aspects of how

traditional PSTN systems operate in comparison to VoIP systems plays an important role in





image41.jpeg
CE VoIp =i

understanding the importance of security. In a traditional PSTN system, voice calls use a
technology known as circuit-switched telephony. Within a circuit-switched system, a dedicated
channel is formed and maintained throughout the entire length of the call. Circuit-switched
systems rely on copper wire to carry analog voice data over the dedicated circuits (The Difference
Between VoIP and PSTN Systems, 2008). In contrast, VoIP telephony networks run on a digital-

based technology and utilize a technology that is known as packet-switched telephony. Within

ontserevorpeetes &

data is sent to its destination “INDIVIDUAL PACKETS MAY — AND ALMOST ALWAYS DO — TAKE
FERENT PATHS TO THE SAME PLACE. ITS NOT ENOUGH TO
whether locally or across the SIMPLY GET VOIP PACKETS TO THEIR DESTINATION. THEY MUST
ARRIVE THROUGH A FAIRLY NARROW TIME WINDOW AND BE
ASSEMBLED IN THE CORRECT ORDER TO BE INTELLIGIBLE TO THE
internet. The main concept of RECIPIENT. VOIP EMPLOYS ENCODING SCHEMES AND
COMPRESSION TECHNOLOGY TO REDUCE THE SIZE OF THE VOICE
PACKETS SO THEY CAN BE TRANSMITTED MORE EFFICIENTLY.”

VolIP is that it converts
[THE DIFFERENCE BETWEEN VOIP AND PSTN SYSTEMS, 2008]

conversations into normal data

that travels over the IP network, because of this VoIP presents its own unique security challenges

along with that of a normal data network. Security must be viewed as a planning step when

implementing a new system, and not as an afterthought to configure after the system is up and

running. The proper method of security with VoIP systems as with any IT infrastructure

involves layering of security, only in this manner can the systems be safeguarded against

multiple threats to the organization.
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Figure 1: (Is Your Security Layered Like Your Bean Dip?, 2015)

Analysis of Security Threats

Each component in a VoIP system offers a potential threat for hackers to exploit. The exploits
relating to the VoIP system itself are often like those of a traditional public switched telephone
system. In a PSTN system, placing a device on the physical line will allow the attacker to
eavesdrop on the conversation. Likewise, in a VoIP system, gaining physical access to the
TCP/IP network will allow an attacker to place a device that will grab packets on the network
which will intercept data which can be reassembled to listen to conversations. Gateway or areas
of the infrastructure that are control mechanisms are often based on Windows or Linux platforms

which present a vulnerability risk for the VoIP network segment to be attacked as well (Butcher,
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D., Li, X., & Guo, J.,2007). VoIP systems usually experience security concerns that fall into three
categories based consequences to a user confidentiality, integrity, and availability.
Confidentiality concerns involve the exposure of conversations between the parties involved, but
this could also mean the exposure of call data such as the length of the call or the telephone
numbers involved. Integrity concerns involve trusting the identity of the caller, recipient,
messages, voicemails, or call logs. Availability concerns interrupt normal usage of the system
and may remove the ability to place or receive phone calls, voicemails, or messages.

The following table represents common security concerns and their impact on a VoIP system.

Security Concern Confidentiality Integrity  Availability
Denial of Service X
Eavesdropping X

Alteration of Voice B X

Stream

Toll Fraud X

Redirection of Call % X X
Accounting Data X X

Manipulation

Caller ID X

Impersonation

Unwanted Calls or X X
Messages

Figure 2: (Butcher, D., Li, X., & Guo, J., 2007)
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By understanding the types of security concerns that organizations implementing VolIP services
must plan for, it reduces the chance of a threat becoming a costly incident. DOS (Denial of
Service) attacks are carried out to interrupt service for a short period based on reasons such as
political agendas, revenge, defamation, prevent communications, monetary loss or used in the
conjuncture of a larger attack forthcoming. Eavesdropping disregards privacy within a
conversation and allows an attacker to monitor calls, fax’s, or even messages, with this
advantage an attacker can obtain company secrets, credit card details, personal data, or any other
sensitive information. Alteration of voice streams allows for the attacker to alter part of a
conversation while listening to a call between two parties, with this exploit an attacker could
commit fraud, such as using someone’s voice from a previous conversation to say “yes” to sign
up for some service or credit card. Toll fraud has been a problem even since the days of circuit-
switched systems and allows an attacker to trick a user into placing a call to a 900 number to
force them into paying an absorbent amount of fees when they connect. VolIP includes a feature
where you can redirect your main phone number to a cell phone or other specific number when
you are away from your main line. Exploit of the Redirection of call feature can allow an
attacker to redirect the initial phone call to a specific number of their choosing and give them a
way to impersonate the victim for their gain. Accounting data manipulation occurs when an

exploiter seeks to manipulate or read call logs inside the database. With this information, they
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can see patterns of phone calls to predict business transactions or mergers, this data can also be
manipulated to erase calls from the log to commit fraud or cover up criminal activity. Caller ID
impersonation can allow an attacker to spoof a specific number of their choosing and then
receive or make calls impersonating another person usually for the destruction of character or for
monetary gain. Unwanted calls and messages have become a serious problem for everyone in
today’s electronic environment. The problem first arrived with the popularity of email and has
since found its way into telemarketing techniques. Attackers often utilize VoIP systems
themselves to send out bulk voice solicitations using a list of phone numbers (Butcher, D., Li, X.,

& Guo, J1.,2007).

Potential Solutions

After deciding to switch from a traditional switched-circuit system to an onsite VoIP system it is
important to select a security model that will be appropriate for the organization. Two security
models are covered below including both Cisco and Nortel that will provide a multi-layered

security solution for the organizations VoIP system and infrastructure.

Cisco VolP Security Model (SAFE)

Cisco is known for its reputation in data networks and offers an abundance of hardware for

networking infrastructures. In addition to data, Cisco has moved into the VoIP market as well.

e —
9
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Below are the recommended security measures according to Cisco’s VoIP security model within

SAFE (Security Architecture For Enterprise).

Configure Dial Plans and User Profiles
Use features on your VoIP system that allow for more security.
= Control voice network access by using device certificates along with usernames and passwords.
= Restrict the type of calls allowed on the network, by device, user, time of day along with other
types of criteria.
Protect Your Voice Systems
= Setup a firewall and intrusion prevention system (IPS) to monitor and filter authorized and
unauthorized VolIP traffic and activities.
= Lock voice servers physically, and logically for administration. Use a centralized administration
with domain restrictions and two — factor authentication for administrative access, including to
credentials, signaling data, and configuration files.
= Regularly install OS updates, and limit software loading on phones.
Use VLANS to Segment Voice Traffic and Separate it from Data Traffic
Some voice systems and switches support device discovery protocols and automatically assign TP
phones to voice VLANS.
Encrypt Sensitive Voice Traffic
=  Apply encryption to segment, device, or user; encrypting indiscriminately can result in
excessive network latency or introduce operational overhead and complexity.
=  Encrypt the signaling at your internet gateway with Session Initiation Protocol (SIP) over

Transport Layer Security (TLS).

10
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=  Encrypt the media (packets) with protocols such as SRTP.
= Use VPNs for network connections by remote phones, especially when HTTPS or SRTP is
unavailable.
Implement Strict Security Policies with Users
=  Communicate your phones’ built-in security features to users.
=  Apply strong passwords to access the voicemail inbox.
= Delete sensitive voicemail messages when users are finished listening to them.
" Immediately report anomalies, such as saved voicemail messages that are missing or forwarded

to an unusual number.

[Figure 3: How to Protect Your Voice: Tips on IP Phone Security, 2016]

Nortel has switched its focus from switched circuit equipment and moved into the VoIP markets.

Nortel focuses its security model basis on the following areas of focus.

= Device authentication involving the MAC address security on all switches.

= Deployment of separate voice and data VLAN segments.

=  Switches should also include intrusion detection monitoring.

= Voice segment should be reserved for IP phone handsets if softphones must be used then the
PC’s running the softphone should be placed on the data segment and communicate to the voice

segment through a VoIP-enabled firewall.

1
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[Figure 4: Nortel Security Model: Butcher, D., Li, X., & Guo, J., 2007]

Criteria for Evaluating Potential Solutions

Determining a solution for security for a VoIP system involves making sure the business is
operating at full potential. A security solution that allows exploits or creates slowdowns in the
systems is not beneficial to the company, therefore, a successful security solution should be
graded on the following criteria.

= Calls are not interrupted or dropped by added security or encryption

= Features are not hindered by the added security

= Users can understand the added security measures such as user logins, passwords, and

VPNs

12
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= The organization is still seeing a positive return on investment with the added security
measures

= The solution can be modified or upgraded as future threats become known

Defense of a Potential Solution

Cisco’s VoIP security model (SAFE) provides an in-depth solution utilizing the defense in depth
strategy to cover all areas that are vulnerable to threats of would-be attackers. The security
model provides detailed information on how you can take advantage of features incorporated

with the VoIP system to help protect users and information from being exploited.

“IN THE CISCO SAFE, SECURITY IS EMBEDDED
THROUGHOUT THE NETWORK BY FOLLOWING A
DEFENSI DEPTH APPROACH, AND TO ENSURE THE
CONFIDENTIALITY, INTEGRITY, AND AVAILABILITY OF
DATA, APPLICATIONS, ENDPOINTS, AND THE NETWORK
ITSELF. FOR ENHANCED VISIBILITY AND CONTROL, A
RICH SET OF SECURITY TECHNOLOGIES AND
CAPABILITIES ARE DEPLOYED IN MULTIPLE LAYERS,
BUT UNDER A COMMON STRATEGY.”

[CISCO SAFE REFERENCE GUIDE - SAFE OVERVIEW,
2013]
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Cisco offers many devices offering great security features to implement into your VoIP system.

There are many models or standards to ensure security in a VOIP system, some offer similar

gudeines wen implementog scuity. |

"BY INTEGRATING CISCO SPA525G2 PHONES, WE
GIVE THE CLIENT A CUSTOMIZED SOLUTION THAT
IMPLEMENTS SRTP BASED ON THE CONFIGURATION
products, and support that are used FILE IN THEIR DHCP SERVER THAT IS ASSOCIATED
WITH THE PHONES MAC ADDRESS"

however, Cisco offers a trusted reputation,

throughout organizations worldwide. [HOW TO PROTECT YOUR VOICE: TIPS ON IP PHONE
SECURITY, 2016]

Conclusion

There is a high demand for organizations to switch to a phone solution that can offer cutting edge
features that integrate into applications that are already being used throughout the organization.
VolP offers these added features with additional cost savings after the initial return on
investment. As with anything that increases features and productivity there becomes an added
risk to an attacker exploiting these new features. Deciding on a multi-layered security solution
can ensure that the organization's investment is safeguarded and protect against any costly

attacks.
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RESPONSE TO REVIEWERS

Unfortunately, I was only given two reviews on this white paper, I believe I was supposed to have had the
input from 4 reviewers in total. Based on the two reviews I did get feedback on there wasn’t much for
criticism.
Below is the criticism I did receive and how I chose to correct these issues:

o References title was not capitalized and centered

v' I fixed this by capitalizing and centering

o Only 3 of the 5 references are cited within the paper
v' Went back through the paper to verify references were cited, all were cited with 2 being
used for quotation text boxes
I also took it upon myself to go back through and complete the following changes to enhance the
document:
v Reworded some areas to offer more of a personal input rather than information straight from a
citation, these sections were based on my Turnitin.com feedback
¥ Made another pass through the document to proofread for grammar, spelling, and sentence
structure errors.
v" Removal of excess information that isn’t vital to the paper to get the size of the document to the
specifications of the assignment.

v Added additional references and citations

—_—————
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Abstract
Traditional telecommunications networks have been designed using a dedicated infrastructure
with specialized equipment, to provide consistent quality. Companies and providers are moving
to a shared data backbone utilizing Voice over Internet Protocol technologies. As these
technologies converge to a collaborative environment, additional features become available, but
the expectation of voice quality remains and should be included in the network design. This
paper will discuss the implementation of network-based QOS when utilizing PC-based
communications applications, providing a data stream to business process software for employee

performance, and customer contact monitoring.
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Computer Telephony Integration and QOS Implementation

Voice and data network throughout history have provided different types of service. In
such a visit to a website can experience delay, or packet retransmission without notice to the user,
unfortunately, in a congested network, a voice user will immediately notice a missing segment of
a conversation (Cisco, 2001). In such on a high traffic network, quality of service should be
implemented to provide the highest level of quality to users. Through the implementation of
traffic marking, the Voice over Internet Protocol deployment can transport the call traffic ahead
of the data traffic, providing customers consistent voice service quality comparable to traditional
telecommunications networks (Cisco, 2001).

Background for VoIP

For the last 100 years, telecommunications networks have evolved from rudimentary
wiring and centralized operators to connect calls, into robust networks to provide a uniform level
of service with instantaneous call connection. While this design was customer friendly, it was
costly to implement and is becoming hard to continue operations. Network operators such as
AT&T and Verizon utilize specialized Telephone Central Offices, using dedicated systems to
provide service to their users. As this equipment continues to age, manufacturers have begun to
distance themselves from support for these specialized equipment and software solutions (Avaya,
2017).

Existing telecommunications services are often limited in capabilities for business
process improvement. To gain business advantages such as automatic contact logging, and
customer account lookups for incoming calls required additional hardware and software systems

that are cumbersome to operate to accomplish these simple office automation tasks. With the
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extension of VoIP technology, contact centers can integrate their systems into the PC-based
communications application for automated processing.

With the user’s PC passing traffic to business systems and call traffic, large transactions
can cause disruption and distortion in the voice portion of the call. Thus the need to apply a
higher processing priority to the voice media becomes evident.

To connect systems with business process software, often a module such as Sugar CRM
can be implemented to manage contact accounts and call registers. By adding a Customer
Relationship Management solution, the business can track all customer interactions for the life of
the account. One such addition is the ability to direct an incoming call to an agent, along with
their account history automatically. This capability allows an agent to effectively and rapidly
accommodate any requests to allow resolution, reducing contact time (Sugarcrm, 2017).
Through the use of these platforms, business can record interactions and file them with the
customer account for future dispute resolution. While these systems integrate into existing

business software, the increased traffic on the network can degrade VoIP call quality.
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Possible Solutions
Solutions for implementing a Quality of Service solution are often network based and can
be used to address other network concerns. Simple solutions can include shaping network traffic

flows; an example provided in Figure 1.

Best Effort Real-time

25% %

Critical
Data

Transactional

Figure 1 QOS Reservations (Cisco, 2001)

The use of shaping can allocate a set amount of the overall bandwidth for the voice
services. This guaranteed pipe allows for the voice traffic to flow without interruption from other
not critical services, which are categorized as Best Effort.

Another solution that is available to utilize is Software Defined Networking. In this
solution, the network traffic is prioritized and routed by a centralized controller each network
device categorizes the traffic; then the controller returns routing and transaction information on
how to handle the packets (IETF, 2015). With SDN being a newer technology, and based on the

size of the company would not be entirely feasible to implement.
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To ensure that the traffic is properly controlled each packet has to be categorized at the
sending devices. In the case of Charlie’s Manufacturing, this will include the software based
phones in Sales and Support departments, along with the hardware instruments deployed in the
management offices.

This marking is completed automatically at the network level and processed through the
internal network before handing off to the Local Exchange Carrier. To support this requirement,

the new business level switches will be configured utilizing this method.

Conclusion

With a voice deployment on an IP network, you have to ensure the network is designed to
prioritize traffic. With the increased traffic from an integrated business management solution, the
network must be designed to handle the increased traffic load. Without taking this effort, you run
the risk of degrading the quality of the voice which in proxy can deter customers from

completing business transactions, or degrading the performance of employees.
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Remarks to Reviews
It was mentioned in the reviews about the lacking of content in my draft submission; 1
take responsibility for my sub-standard submission. Although, the weeks before the due date I
encountered a family emergency that led to hospitalization over a thousand miles from home
with three children. I attempted my best effort to create a submission before the AROPA

deadline.




