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1. Business Requirements

A-Team Industries is one of the country’s largest producers of paper supplies. The company employs many enterprise-scale information systems on a variety of platforms in support of its business objectives and requires a means of effectively, efficiently and quickly restoring those systems.

The organization's current Service Level Agreement (SLA) stipulates that systems that go offline will be restored within 24 hours. Information technology (IT) department senior management has determined that reducing the recovery time per the SLA to four hours for a single core business server and 24 hours for all core business servers is central to business continuity, meeting revenue targets, and competing with other market forces. To that end, management’s critical objective is to implement an improved means of backing up and restoring the various systems in use.  

1.1. Background

Repeated trial runs of the company's Emergency Preparedness Plan have identified substantial deficiencies in the ability to recover systems at its facilities. During recent disaster recovery exercises, IT personnel discovered it will take an unacceptable amount of time to fully recover the systems. Historically, human error, errors while patching, and hardware errors have caused longer than acceptable downtime. Furthermore, the recovered systems are not exact replicas of the production systems due to hardware differences and driver compatibility. 

Additionally, management is concerned with the amount of exposure the company faces when imaging production systems. Existing mirrors are broken in order to take a snapshot of the production systems, notably when systems are needed for patching or creating test systems from production systems. To mitigate these issues, management wants a solution that will facilitate creating snapshots of production systems without bringing down the systems or breaking the existing mirrors in place.

1.2. Business Problem

When A-Team Industry’s systems are unavailable, the organizational units supporting core business operations suffer significant adverse impacts because they cannot access relevant data and services on the company information systems. This makes creating reliable backups that can be restored as quickly as possible crucial to and furthering the success of the enterprise, and  ensuring easy, consistent, and quick recoverability of operating system and application software.

A host of operating system and data backup solutions is currently available. Among the major backup solution products are Netbackup from Symantec, Tivoli Storage Manager from IBM, OpenView Omniback/Dataprotector from Hewlett Packard, and Backup Exec from Veritas Corporation (currently known as Symantec). These backup software solutions allow data to be backed up to tape or disk, which can be stored remotely and locally in the same datacenter. However, these solutions are most appropriate for restoring a single file, data directory or entire file system. But when a disaster occurs and an operating system needs to be restored with all the required drivers, patches and additional file sets, these backup solutions cannot restore the operating system to the identical previous state.

1.3. Business Objectives and Success Criteria

The business objectives are to improve the organization’s recovery time and the service levels. This will make it possible to create a robust fail-proof information technology environment. If systems can be restored more quickly, production and online stores will be able to return to operation with minimum down time. Therefore, by reducing downtime it will help online business continuity and revenue generation. Fewer human hours will be spent to restore the systems which will save money for the organization.

Evaluating the success of the project will be based in part on the degree to which server recovery time per SLA is reduced. The goal is a recovery time of four hours for a single core business server and 24 hours for all core business servers. If recovery time is reduced to four hours, this criterion will be deemed to have been 100 percent successful. If after implementing the solution recovery time for servers takes longer than four hours, the degree of success will reduced by 12.5 percent for each extra hour. The project will be deemed a complete failure if a recovery time of fewer than 12 hours cannot be attained.
1.4. Customer or Market Needs

Ideally, the organization’s staff and its customers must have access to the systems relevant to them at all times. In the event that those systems fail or must be taken offline for other reasons, it is critical to the success of the business that access to the systems is restored as quickly as possible in order to mitigate as much as possible the inconvenience to the organization’s staff and customers.

In addition, system administrators need the ability to restore their systems correctly on the first attempt without having to completely rebuild them each time. Currently, system administrators of UNIX and Windows platforms depend heavily on an enterprise tape backup solution. In most cases, they must recall tapes from an off-site location. The tapes and tape drives have produced read errors many times in the past. The failed systems have to be reinstalled from scratch, with the data restored from tape. Even if the files are restored on the servers, the operating system does not allow writing to open files. The restore process is cumbersome and always results in some problems.
Implementing a system that reduces system recovery time to four hours will allow non IT workers and customers to conduct business with minimum disruptions, as well as save system administrators time and effort as they work to restore systems. 
To summarize, those impacted by systems failures require the following:

1. Resumption of access to critical systems as quickly as possible, with access restored within four hours.
2. The means to restore systems correctly on the first attempt, eliminating the need to rebuild systems from scratch.
1.5. Business Risks

Implementing a solution to decrease the recovery time of the company’s systems carries with it some risks to its information systems infrastructure.  The solution requires installing and configuring additional software on selected servers, which could lead to conflicts with existing software. If implemented improperly it could take even longer to recover systems than currently. Additionally, if the solution is not properly planned and executed, imaged systems might yield inexact copies of the original system, requiring their complete recreation.

To mitigate possible adverse outcomes, the IT department will implement a change control process under which department personnel will document any installation changes need to the servers, which will require approval before proceeding.  
The team has identified the following risks to the success of the project:

	Risk
	Severity
	Mitigation

	The availability of resources for the project may be impacted by other ongoing projects in the organization
	HIGH
	Stakeholders have agreed that if resources become unavailable then outside resources may be brought in to facilitate the completing of this project. The funds needed for external resources will not come from project budget.

	The timeline for acquiring and implementing the solution is aggressive
	Medium
	If vendors are unable to provide product delivery within specified timeframes alternate vendor will be chosen. If delay in implementation exceeds 1 week a contractor is available to be on site with 3 days notice.

	Personnel involved in implementing the project are inexperienced with some of the technologies involved.
	Medium
	The selection process for VARS (Value Add Resellers) included the use of a weighted matrix which included training and education as heavily weighted. The chosen VAR rated highly on the training and education scores.

	The project could go over budget if implementation takes longer than expected or requires outside resources
	Low
	Team members have had the design documents reviewed by the product manufactures and local implementation VARS and have gotten buy in that the current design meets industry best practices and implementation strategies.

	Some project stakeholders may try to incorporate explicit exclusions into the final design
	Low
	The design specifications have been reviewed and signed off by stakeholders and clients. If there is any desire to change the scope of the project a change management process will need to be followed and approved. 




2. Vision of the Solution

The objective of implementing this restoration solution is to create a consistent infrastructure that can be recovered quickly in order to reduce downtime and enable the business to continue with minimal disruption.

2.1. Vision Statement

By implementing new operating system imaging and restoration practices the company hopes to decrease the amount of time critical systems are out of service in the event they are taken offline. The solution will protect company’s infrastructure and information technology investments and better prepare company to deal with disasters. Quick systems restoration will support the activities of company personnel involved in core business operations, making it possible for them to achieve their objectives in a timely manner.    
2.2. Major Features

The major features for this restoration solution include:

· Automate daily snapshot or create an image of the servers that are in scope.

· Automate saving a copy of the image on a remote storage.

· Automate saving a copy of the image locally for single file restores.

· Automate deletion of older images.

· Replicate the images to a remote location to protect from site disasters.

· Centralize the patching system.

2.3. Assumptions and Dependencies


Ensuring a successful implementation requires the availability of several components. They include:

· A list of servers on which the solution is to be implemented. 

· At least one test server on each platform: Windows and UNIX.

· At least one test server available from each environment: database server, application server, Web server, mail server, etc.

· All the necessary hardware and software purchased before implementation. 

· Sufficient network bandwidth between sites to handle the traffic.

· Dedicated manpower available for the implementation.

3. Scope and Limitations


The restoration solution will include components that will perform non-intrusive automated snapshots of the production system volumes, store and forward the snapshots to a remote hot site and on nightly backup tapes. Restored snapshots will be compatible with hardware within one generation of existing production hardware. The proposed system will also include the capability to perform on-demand, non-intrusive snapshots of production systems as needed. The system will provide the capabilities to restore the full system state of a single core business server within four hours and full system state restoration of all core business servers within 24 hours. The restoration solution will not include the replication of the data volumes or address changing the nightly backup schedules. 

3.1. Scope of Initial Release


The initial release of the restoration solution will include the capability to perform non-intrusive ad-hock snapshots of the production servers as well as automated non-intrusive snapshots. It will provide the capability to perform a single system state restore of a system within four hours and provide the ability to perform system state restoration of all production systems within 24 hours. The initial release also will identify storage and transfer methods for the snapshots and specify retention schedules for them. 

3.2. Scope of Subsequent Releases


The initial implementation will position the company to further expand the disaster recoverability of its production systems. It will provide the foundation for expanding system replication to include full system replication and possibly a high-availability solution in the future.  

3.3. Limitations and Exclusions


The restoration solution will not include the replication of the data volumes, nor address changing the nightly backup schedules.

4. Business Context


The primary stakeholders for this project will include internal business partners and external customers. The impact of a system outage has the greatest impact on the organization's internal business partners and stifles their ability to accomplish required computing tasks. In addition, the inability to complete orders or check the status of existing orders adversely impacts the company's clients. These impacts are directly associated with quantifiable productivity loss as well as lost revenues and customer confidence.

4.1. Stakeholder Profiles

	Stakeholder
	Major Value
	Attitudes
	Major Interests
	Constraints

	Executives
	increased system availability 
	see production downtime reduced by 70% for routine system Studenttenance, see recoverability time of production systems reduced by 45%  
	Ability to recover quicker from system outage, and increased availability of systems 
	Maximum budget = $50K

	Internal Staff
	Increased system availability
	Improved customer communications by being able to access the system without interruption
	Reduced downtime 
	Increased expectations of high availability systems

	IT Staff
	Ability to recover systems quickly in the event of a disaster; ability to create test environment to perform system testing of patches and applications
	Reduce the recoverability time of production systems by 45%, ability to create test servers without impacting production, leverage existing investment in hardware to recover systems at hotsite
	Achieve the ability to snapshot production systems without impacting production, ability to create a true “Clone” of the production systems
	Must integrate with current infrastructure, must not impact production systems

	Retail customers
	Ability to place and access orders without interruption of system outage 
	Increased level of confidence in our company
	Ability to access previous orders and place new orders without system outages
	Active Web site 24/7 prohibits unscheduled downtime


4.2. Project Priorities

	Dimension
	Driver
(state objective)
	Constraint
(state limits)
	Degree of Freedom
(state allowable range)

	Design
	Design Approval 6/6/2008
	Design rejected and must revisit design. Could prolong design phase by 1-2 weeks.
	Ability to move forward with a partial approval and resubmit final design within 1 week.

	Acquisition of product
	Acquire needed product and services by 6/27/2008
	Delay in RFQ or delay in shipping. Potential impact 1 week.
	+/- 1 week on delivery of product and services

	Test server implementation
	Implement test server configuration by 7/11/2008
	Unexpected configuration difficulties
	1 week possible delay

	Production server implementation
	Implement production server configuration by 7/25/2008
	Availability of production servers for installation of new products
	1 week possible delay could be anticipated due to other deliverables delayed

	Cost
	Bring project in under the projected 50K budget
	Variances in pricing between possible solutions 
	Budget overrun up to 15% acceptable without executive review


4.3. Operating Environment


Customers worldwide have the ability to place orders on our corporate Web site 24 hours a day, seven days a week. The restoration solution will provide reduced production downtime for routine Studenttenance and decrease recoverability in the event full system recoverability is required. The reductions in system outage requirements will allow the organization to schedule these outages to fulfill the need for system Studenttenance and provide users with outage expectations. Additionally, the company will be able to provide test environments with minimal preparation and provide increased customer service to its internal business partners requiring the use of test systems. 

5. Human Resources

The team has identified an organizational structure and associated protocols that will enable it to complete the project from start to finish. All individuals are identified along with their skills and attributes that are pertinent to the project. All roles and responsibilities for each individual are clarified. 
5.1. Team Charter

The team has identified a division of labor among its members that comprises three distinct roles: leadership, research/design and documentation. The team leader is responsible for keeping the group organized and on track to achieve the projects stated objectives. They will ensure that the group executes the plans for completing each portion of the project in the manner agreed to by the group as a whole. Those involved in research and design will determine the substance of the solution the group will develop during the course of the project. Team members involved in documentation will compile and edit the written materials that represent the project's deliverable content. Each team member may have both primary and secondary roles within the group.
The team will communicate with one another through email, phone, and FranklinLive sessions. For all high-level project decisions, the team must come to a consensus before determining a course of action. Team members have the latitude to pursue the individual project objectives for which they are responsible in whatever manner they deem best so long as it does not conflict with the higher-level objectives to which the group has agreed.

 The team leader is responsible for submitting each deliverable to the instructor.  If any conflict should arise, it will be up to the team on how it should be resolved. Most likely it will be a consensus on how to resolve the issue at hand. With a project of this scale, it is infeasible to drop under-performing members, but if the majority of the team feels an individual team member is not meeting their responsibilities, the team will recommend to the course instructor that the under-performing team member should not receive full credit for the deliverable. 

5.2. Technical Skills and Attributes

	Name
	Skills
	Attributes

	Somen Chanda
	UNIX Specialist
	Strong-willed, driven, extroverted

	John Student
	Microsoft Specialist, restoration application experience
	Introverted, open-minded, easy-going

	Jason Student
	Technical Writer, Programmer
	Laid back, listens well, introvert

	Kevin Student
	Networking Specialist
	Easy-going, open minded


5.3. Roles and Responsibilities

	Name
	Role
	Responsibilities

	Somen Chanda
	Team Lead
	Oversees scope of the project and deliverables. Sets deadlines, and ensures that each deliverable to sent on time. 

	John Student
	Researcher
	Technical researcher for restoration solution 

	Jason Student
	Technical Writer
	Compiles work from all members, assembles the information, and edits the material. 

	Kevin Student
	Researcher
	Miscellaneous researcher to help fill the gaps.  


5.4. Communication Strategies

The team will meet on FranklinLive or conference call at least once before the start of each deliverable and once more right before the deliverable is due. Team members will communicate through email as necessary to provide updates on progress. The expected response time through email is 24 hours. Meetings will be planned at least 48 hours in advance. 

6. Project Management

The Team Lead will coordinate the responsibilities of each team member for each deliverable, including the work to be performed and when it is due. Delivery deadlines may be revised for individuals with problems that may arise at work, home, or personal life. But it is expected that the individual will notify the whole team as soon as possible once a problem arises. This notification will allow the other team members to either extend the deadline or pick up the extra work. 

6.1. Deliverables

Upon completion of the project, the servers at the primary site will have the proper software configured on them. The secondary site will be setup with the required equipment and software necessary in the event of failure at the primary site. The data backup strategy will be setup and implemented to allow for easy recoverability at the secondary site. 

The quality of each deliverable will be measured by its completeness and its conformity to the scope and requirements of the project. 

The deliverables will be shared through email. Each person will be responsible for only a portion of the project sections in order to avoid duplicating work. When the team reviews the deliverable as a whole, they will communicate any suggested changes to the technical writer, who will make the corresponding revisions. 

6.2. Dependencies

The project will depend on the list of servers on which the solution is to be implemented. The secondary site will need to be determined. This will include the network bandwidth between the sites to handle the traffic. Next, all the necessary hardware and software will be purchased. Finally, testing will be performed on the solution with a mock failover.

6.3. Schedule

Franklin project deliverables
	Franklin
	Week of

	
	18-May
	25-May
	1-Jun
	8-Jun
	15-Jun
	22-Jun
	29-Jun
	6-Jul
	13-Jul
	20-Jul
	27-Jul
	3-Aug
	10-Aug
	17-Aug
	24-Aug

	Deliverables
	Vision and Scope Template
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Identify Business Practitioner
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Project Status Report 1
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Project Status Report 2
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Project Write Up
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Peer Evaluation
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Final Project Presentation
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 


Customer project deliverables

	Customer
	Week of

	
	18-May
	25-May
	1-Jun
	8-Jun
	15-Jun
	22-Jun
	29-Jun
	6-Jul
	13-Jul
	20-Jul
	27-Jul
	3-Aug
	10-Aug
	17-Aug
	24-Aug

	Deliverables
	List of Servers


	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Secondary Site


	 
	 
	
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Network Bandwidth
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Hardware


	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 

	
	Software


	 
	 
	 
	 
	x
	 
	 
	 
	 
	 
	 
	 
	 

	
	Implementation


	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Testing


	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Final project presentation
	
	
	
	
	
	
	
	
	
	
	
	
	
	


7. Educational/Program Outcomes

The solution described in this document will result in a means by which the company may create exact images of the operating systems used on its servers. This will allow the organization to restore its systems in the event of their failure both quickly and accurately so that company operations suffer as little disruption as possible.

7.1. General Education

The project requires researching, developing and documenting an enterprise-level operating system imaging and restoration system. Doing so necessitates describing the proscribed means for doing so thoroughly, accurately and clearly. Successful completion of this objective will be measured by the extent to which third parties who review the document understand what it proposes. The clarity of the arguments used to justify the various design decisions made in the project to third parties will be another measure of its success.
7.2. Information Technology

The project requires adapting the organization’s current information systems to accommodate a new means of imaging and restoring operating system images for servers supporting core business operations. Doing so will entail coordinating implementation of the project with business units in the organization to mitigate potential negative impacts, as well as considering how to design the plan to provide the greatest benefit to the organization as a whole. The team will measure its success by the extent to which implementation of the project is invisible to company personnel outside of the IT department.

Implementing the solution also will require developing the proper administration procedures for backing up and restoring the operating systems running on company servers. Success will be judged by whether or not exact replicas of existing systems can be created and the speed with which those backups can be deployed in the event of systems failure

Developing the appropriate network infrastructure to support transferring backups to remote locations for safekeeping is crucial to the project’s success. Success will be evaluated by the reliability of the network infrastructure that supports transferring backed up operating system images to the remote storage location.

8. Annotated Bibliography
Remote Site Replication. Retrieved May 22, 2008 from 
http://www.datadoStudent.com/solutions/remotesites.html
This site provides product information for data de-duplication and replication to a remote site. It is one of the projects the team is considering as part of its solution
Cristie Data Products – Global Backup and Recovery Expertise: Product Information. Retrieved May 20, 2008 
from http://www.cristie.com/index.php?id=67
This site provides Windows, Linux and Solaris product datasheets for Cristie Bare Machine Restore. It is one of the projects the team is considering as part of its solution
Symantec Backup Exec System Recovery 8 Server Edition. Retrieved May 22, 2008 from 
http://shop.symantecstore.com/store/symnasmb/en_US/DisplayProductDetailsSmbPage/
productID.95776500/ThemeID.106400/pgm.12858700
This site provides details about Symantec products for used for system recovery. It is one of the products the team is considering as part of its solution 

vRanger Pro – Industry-standard Virtual Machine Backup and Recovery. Retrieved May 23, 2008 from 

http://www.vizioncore.com/vRangerPro.html
This site provides information about hot level image level backups. It is one of the products the team is considering as part of its solution 

VMWare Server. Retrieved May 24, 2008 from http://vmware.com/products/server/
This site provides VMWare Server software that can be used for staging physical servers in a virtual format. It is one of the products the team is considering as part of its solution 
VMWare Converter. Retrieved May 24, 2008 from http://vmware.com/products/converter/
This site provides software to convert physical servers to virtual servers. It is one of the products the team is considering as part of its solution
Disk-based Backup Technology Whitepapers from ExaGrid. Retrieved May 22, 2008 from 
http://datadeduplication.com/products/disk-based_backup_whitepapers.asp
This site provides information about hardware appliances to backup and deduplication data

Marks, H. (2008, May 12). With Data Deduplication, Less Is More. Information Week. Retrieved 
May 23, 2008 from 
http://www.informationweek.com/news/storage/systems/showArticle.jhtml?articleID=20
7602796
This article provides information on data deduplication and provides valuable insight as the team determines the best means of backing up the company’s systems
How data deduplication eases storage requirements. (2007, April 9) ComputerWeekly. Retrieved May 
23, 2008 from http://www.computerweekly.com/Articles/2007/04/09/223182/how-data-
deduplication-eases-storage-requirements.htm
This article provides information about data deduplication and its impact on storage space. It will provide a basis for the team to determine the specific technology requirements to be acquired in order to ensure the project’s success.

