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Network Protocols: Network Services


Network services allow users and applications to perform a wide range of functions offered by most network types.  Many of these functions are server-based, or enhanced by one.  Others exist on both client and server machines.  Many of them rely on specific protocols to operate (mainly TCP/IP).  However, these services (printing, faxing, file sharing, file transfers, electronic mail, remote administration, and more) existed long before the current standard, TCP/IP.  For the purpose of this paper, the mentioned services will be discussed as they apply to TCP/IP.

Nearly all of the network service protocols operate in the application layer of the OSI model (Microsoft Corporation, 2002).  They rely on the lower layers and connection-based protocols to carry their information and do not concern themselves with the workings or routing of data.  For example, the simple mail transfer protocol (SMTP), allows electronic mail programs to send mail from client to client.  SMTP relies on TCP/IP to establish a connection, locate the destination address, and send the data along.  Outlook 2003 doesn’t care about the IP address of “joe@mycompany.com”, it only cares about providing its service (in conjunction with a server component, running SMTP services) to the user.  Other protocols, such as file transfer protocol (FTP), hypertext transfer protocol (HTTP), and simple network management protocol (SNMP) all operate in the same manner.  


In order to segregate all of these protocols, and still employ only one suite (TCP/IP) at the lower OSI layers, each one uses a specific port number.  For example, FTP uses ports 20 and 21 to establish a connection and initiate transfers.  Telnet, a remote administration protocol, used port 23.  E-mail (usually SMTP), communicates on port 25 (Tomsho, et al, 2004).  The header block of a TCP/IP packet contains all of this information, so that the session and network layers know what type of protocol is being used.  The genius of TCP/IP allows of all these services to function without specifying different network layer protocols or employing special hardware.

Other services such as printing, faxing, file sharing and network management are independent of the protocol suite.  They rely on the operating system of the server that offers the services.  For example, a Windows server can support print queues for many different types of printers.  One printer may have its own network card and run on TCP/IP, while another may be shared directly off the server using a physical port (Tomsho, 2004).  Of course, both the client and server must be using the same protocols, but in many networks, multiple protocols may be in use.  Many services, such as file sharing, faxing and network management, function the same regardless of the protocol in use.  For example, accessing a file on a Windows network involves the same process (to the user) whether the network is configured for NetBEUI or TCP/IP.  In this manner, servers offer various services that look the same to the user.

Server-based services also allow administrators to manage them with specific permissions and access rights (Tomsho, 2004).  Printers, files, and other shared resources use access lists that contain users or groups.  If a user requires the use of a color printer, the administrator has the ability to limit the use of it through policies, the user’s account privileges, or settings on the printer driver or queue.  Access and use of the services mentioned earlier (especially e-mail) can also be strictly controlled at the server level.  
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